Adventures In Fuzzing
Instruction Selection



Overview

Hardening instruction selection using fuzzers
Motivated by Global |Sel
Leveraging libFuzzer to find backend bugs

Technigues applicable to other parts of LLVM
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FUzzIing Recap

Using random inputs to find bugs
Input generation
Mutations of representative inputs

Guided evolutionary fuzzing (afl-fuzz, libFuzzer)
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IbFuzzer

extern "C" int LLVMFuzzerTestOneInput (
const uint8 t *Data, size t Size) {

1f (Size > 0 && Datal[@] == 'H')
if (Size > 1 && Data[l] == 'i')
if (Size > 2 && Data[2] == '!"')
exit(0);
return 0;

}
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extern "C" int LLVMFuzzerTestOneInput/(
const uint8_t xData, size t Size) {

IbFuzzer

if (Size > 0 && Data[Q] ==
if (Size > 1 && Datall
if (Size > 2 && Datal2

exit(0);

return 0;
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IbFuzzer

extern "C" int LLVMFuzzerTestOneInput/(
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Fuzzers in LLVM

clang-fuzzer
clang-format-fuzzer
lvm-as-fuzzer
lvm-mc-fuzzer

... but no llc-fuzzer
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Beyond Parser Bugs

static void g(){}

signed*xQwchar_t;

overridedouble++!=~; inline—-=}y="bitand{;*x=or;gotox&&k}==n

int XS/=~charl6_t&s<=const _cast<Xcharx>(thread local3+=char32_t
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Beyond Parser Bugs

@a2 = global i8 addrspace(1)*@? = private constant i32 0 @1 =
private constant 132 1

@2 = private alias 132% @d0

@3 @a

CE) ad private aeflias i32% @line internal h2dden vodrsid @fun
ction() {

entry:

ret void

Fpac

e(1) global i8 0
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Structured Fuzzing
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define void @f()
{.BB:. %L2 =1
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Custom Mutator AP

// Optional user-provided custom mutator.
// Mutates raw data in [Data, Data+Size) inplace.
// Returns the new size, which 1s not greater than MaxSize.
// Given the same Seed produces the same mutation.
size t LLVMFuzzerCustomMutator(uint8_ t xData,
size t Size,
size t MaxSize,
unsigned int Seed);
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Where to Mutate”

IR/opt
passes
Selection
Entry Point
Machine
passes
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lVm-stress

« Random IR generator

e Used for new backends and FastlSel

* Excellent for bringup, forgotten later
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LLVM IR Mutator

 Work in terms of operations on SSA values

* Each operation has sources and a sink

e Sinks should be side effects to avoid dead code

e |t's safe to disconnect sinks and DC

— at will
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Adding one operation

* Divide a block into potential
sources and sinks

define void @f() {
BB:

%L1 = load 116, 116% undef
%L2 = load 116, 116% undef
%B1l = lshr 116 %L1, %L2
store 116 %B1l, 116x undef
ret void
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Adding one operation

* Divide a block into potential
sources and sinks

define void @f() {

BB:

load 116, 116% undef
load 116, 116% undef

%B1l = lshr 116 %L1, %L2
store 116 %B1l, 116x undef
ret void
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Adding one operation

* Divide a block into potential

sources and sinks define void @f() {
BB:
 Choose or create one source — %L1 = load 116, 116% undef

%2 load 116, 116% undef

%B1l = lshr 116 %L1, %L2
store 116 %B1l, 116x undef
ret void
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Adding one operation

* Divide a block into potential
sources and sinks

 Choose or create one source

* Choose an operation

define void @f() {

BB:
%L1
%L2

load 116, 116% undef
load 116, 116% undef
%B2 add 116 %L1, ?

%B1 Lshr 116 %L1, %L2
store 116 %B1l, 116x undef
ret void
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Adding one operation

Divide a block into potential
sources and sinks

Choose or create one source
Choose an operation

Fill in the other sources

define void @f() {
BB:

— %L1

%L2

load 116, 116% undef
load 116, 116% undef
%B2 add 116 %L1, %L1

%B1 Lshr 116 %L1, %L2
store 116 %B1l, 116x undef
ret void
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Adding one operation

Divide a block into potential
sources and sinks

Choose or create one source
Choose an operation
Fill in the other sources

Steal an argument of a later
operation as a sink

define void @f() {

BB:
%L1
%L2

load 116, 116% undef
load 116, 116% undef
%B2 add 116 %L1, %L1

%B1 Lshr 116 %L1, %L2 «—
store 116 %B1l, 116x undef
ret void
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Adding one operation

Divide a block into potential
sources and sinks

Choose or create one source
Choose an operation
Fill in the other sources

Steal an argument of a later
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Adding one operation

Divide a block into potential
sources and sinks

Choose or create one source
Choose an operation
Fill in the other sources

Steal an argument of a later
operation as a sink

Clean up dead code

define void @f() {

BB:
%L1 load 116, 116% undef

%B2 add 116 %L1, %L1

%B1 Lshr 116 %L1, %B2

store 116 %B1, 116x undef

ret void
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Splitting Blocks
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Probability of removal

34

100

Removing Code

|deal Size

70% 90%  Max

Size of Bitcode
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FInding Bugs

By Sffubs (Own work) [CC BY-SA 3.0] via Wikimedia Commons
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http://creativecommons.org/licenses/by-sa/3.0
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Correctness Checks

 Garbage in, garbage out
 Comparing instruction selectors

e Semantics-preserving mutations
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Mutation Library

* |egal types are configurable
 New operations follow a simple interface

 Mix and match the operations you want
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Mutation Library
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Results

Found various AArche4 GloballSel bugs
SelectionDAG is surprisingly hard to crash
Test your own backends today

IR mutator library available for other tuzzers
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Questions?
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