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Would Drive that Car?




What is Safety?
Can a Compiler be “Safe”?

How does Safety Relate to
Quality?






DEMO
Safety vs Quality

clang++ compilation



Com

Passenger

Safety

Compiler
Core Dump

pilx r ual ity

Safety

Security

Good Software
Engineering



Definition: Functional Safety

“Absence of
unreasonable risk
due to hazards
caused by
malfunctioning
behaviour”
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Taxonomy of Functional _
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1. Yocabulary

2. Management of functional safety

2-5 Overzll safety management

2-6 Safety managemertduring the concep: phase
and the product develodment

Z2-T Sefety management after the item’s release
for prcduc:ion

3. Concept phase

4. Product development at the system level

ation of product

3-3 Item definition ent at the system level

3.6 Initiation cf the safety lifecycle on of the technical

3-7 Hazard anglysis and risk

assessmert

3.8 Functonal safety
concept

5-6 b Specification
gquirement

5.7 Hardware desig

5-8 Evaluation of the
architectural metrics

5-9 Cva uation of the safe
viclatiors due 1o randam h

faiures

5-10 Hardware intecration and
testng

\

4-11 Release mr aracuction 5 Productior

4-10 Funclional safety Operation, service
(maintenance and repair), and

decomm ssicning

4-9 Cafety validatig

4-8 ltem integratior 'ng

6. Produg 1ent at the

. nitiz 10 s s ([
develcpment at the software level

| 5-7 Sc : hitectural design

3 Scftwere unit design and
lementation

are unit testing

) Software integration and
ng

3-11 Verification of sofiware safety
requiremants

8. Supporting processes

8-5 Interfaces within distributed developmerts

8-6 Specificaticn and management of safety requirements

8-7 Configuration managemernt

8-8 Change management

8-8 Verification

8-10 Documentation

8-11 Confidence in the use of software tools

8-12 Qualif cation of software components

8-13 Qualfecation of harcwara compenents

8-14 Proven in use argument

9. ASIL-oricnted and safety-oriented analyses

9.5 Requiremen:s decamposition with resgect 10 ASIL tailorin

9.6 Criteria for coexistance of elements

9.7 Analysis of dependent failures

9.8 Safety analyses

10. Guideline on ISO 26262
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Closing the Loop
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Ilterative Development Fits
Well with V-Model

Sprint #2

Sprint #1

Sprint #3
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ISO 26262

ISO 26262 ensd/lres that
components are used within
the bounds of their
specification
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“Use-Case”

How safe is a piece of wire?

Who is responsible?
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Compiler Qualification

Define and document use-case

Assessment of risk

If needed: validate by
verification against the ol—¢

language standard
GQG

19



Verification Against
Language Specification
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Software Development:
Application & Library

Definition of Use-Case; Risk Assessment
Proofs according to V-Model

Using suitable programming guidelines, e.g.,
MISRA-C

Unit-testing demonstrating 100% MC/DC
coverage
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Take Home Messages

Quality (Software Engineering) and Safety are not
the same, but go together well

The concept of “Use-Case” plays a central role in
defining Functional Safety, also for compilers

Compiler qualification is not rocket science

Not all test-suites are created equal™

* That is why you also need SuperTest! 22
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