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Using LLVM for 
Safety-Critical 
Applications
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Would Drive that Car?
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C-Source 
Code for 
Brakes

LLVM 
Compiler
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What is Safety?
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Can a Compiler be “Safe”?

How does Safety Relate to 
Quality?
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clang++	compilation

DEMO 
Safety vs Quality
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Car Quality

Strong Car
Passenger 

Safety

Compiler Quality

Compiler 
Core Dump

Safety

Security

Good Software 
Engineering
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Definition: Functional Safety
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“Absence of 
unreasonable risk 
due to hazards 
caused by 
malfunctioning 
behaviour” 
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Taxonomy of  Functional 
Safety Standards
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ISO 
26262

IEC 
62279

IEC 
61513

DO-178

Electric, Electronic, 
Programmable

Automotive

Rail Nuclear

Aviation

IEC 
61508
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V-Model
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Requirements

Design

Implementation Unit testing

Integration testing

Validation

Time

Proof
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Closing the Loop
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Requirements

Design

Implementation Unit testing

Integration testing

Validation

Paper

Code + testing

Automated Proof

Anchors
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Iterative Development Fits 
Well with V-Model
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ISO 26262
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ISO 26262 ensures that 
components are used within 

the bounds of  their 
specification

How safe is 

a piece of wire?

By requiring 

documentation
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How safe is a piece of  wire?

Who is responsible?

“Use-Case”
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Compiler

ISO 26262, Part 8, 
Section 11 ISO 26262, Part 6

Standard 
Library

Application
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Compiler Qualification

• Define	and	document	use-case	

• Assessment	of	risk	

• If	needed:	validate	by	
verification	against	the	
language	standard

19
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Verification Against 
Language Specification 
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Requirements

Language  
Definition

Implementation LLVM test suite

SuperTest
TM

Validation
Proof
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Software Development: 
Application & Library

• Definition	of	Use-Case;	Risk	Assessment	

• Proofs	according	to	V-Model	

• Using	suitable	programming	guidelines,	e.g.,	
MISRA-C	

• Unit-testing	demonstrating	100%	MC/DC	
coverage

21
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Take Home Messages

• Quality	(Software	Engineering)	and	Safety	are	not	
the	same,	but	go	together	well	

• The	concept	of	“Use-Case”	plays	a	central	role	in	
defining	Functional	Safety,	also	for	compilers	

• Compiler	qualification	is	not	rocket	science	

• Not	all	test-suites	are	created	equal*

22*	That	is	why	you	also	need	SuperTest!
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Thank You!

Marcel Beemster 
marcel@solidsands.nl 

www.solidsands.nl


