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Boy Who Cried Wolf
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Vicious Circle

Low trust Small attention budget

In the analyzer To understand the report

Vicious circle

Poor understanding

This must be a false positive € sonar



Break the Vicious Circle via Better Reporting

Low trust Small attention budget

In the analyzer To understand the report
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Simple Issues: Single Source Location

int fixme(bool flag

int x = 14e300;

NN

X = (X tfrr[O] ;
if (flag) /1Q¢

return [=] r@ad
if (flag)

A4 return (int *)x -
- F

int arr(2] = {[@] = 3, [1] = 2};

int-*)ar

6 warnings generated.
/hone/arseniy/proj/eurollvn-talk/primloc-only.cpp:2:17: warning: array designators are a €99 extension [clang-diagnostic-c99-
designator]

int arr[2] = {[6] = 3, [1] = 2};
/hone/arseniy/proj/eurollvm-talk/prinloc-only.cpp:3:11: warning: implicit conversion of out of range value from ‘double’ to *
int’ is undefined [clang-diagnostic-literal-conversion

int x = 14

/home/arseniy/proj/eurollvm-talk/prinloc-only.cpp:4:8: warning: Although the value stored to 'x' is used in the enclosing exp
ression, the value is never actually read from 'x' [clang-analyzer-deadcode.Deadstores]
X = (x += arr(el);

/home/arseniy/proj/eurollyu-talk/prinloc-only.cpp:8:16: warning: cast to ‘int *' from smaller integer type ‘int' [clang-diagn
ostic-int-to-pointer-cast:
return (int *)x - (int *)arr;

/home/arseniy/proj/eurollvu-talk/prinloc-only.cpp:9:5: warning: non-void lanbda does not return a value in all control paths

[clang-diagnostic- return-typel
03

/home/arseniy/proj/eurollm-talk/prinloc-only.cpp:10:1: warning: non-void function does not return a value in all control pat
hs [clang-diagnostic-return-typel

A@ Filter (e.g. text, *¥/.ts, I**/node_modules/**)

> € dfg-intro.cop @

v € primloc-only.cpp (@8)
/\ Use "std::array" or "std::vector" instead of a C-style array. sonarlint(cpp:55945) [Ln 2, Col 3]
A\ array designators are a C99 extension sonarlint(cpp:56172) [Ln 2, Col 17]
/A\ implicit conversion of out of range value from 'double’ to 'int' is undefined sonarlint(cpp:55276)
/\ Although the value stored to 'x' is used in the enclosing expression, the value is never actually |
/\ implicit conversion loses integer precision: ‘long’ to 'int' sonarlint(cpp:55276) [Ln 6, Col 12]
A\ cast to 'int ¥ from smaller integer type 'int' sonarlint(cpp:S860) [Ln 8, Col 16]
/\ C-style cast removing const qualification from the type of a pointer may lead to an undefined bt
/\ Use "std::array" or "std::vector" instead of a C-style array. sonarlint(cpp:55945) [Ln 8, Col 34]

‘ ® non-void lambda does not return a value in all control paths sonarlint(cpp:5935) [Ln 9, Col 5]
/A non-void function does not return a value in all control paths sonarlint(cpp:5935) [Ln 10, Col 1]

€ sonar



Simple Issues: Plain-Text

6 warnings generated.
/home/arseniy/proj/eurollvm-talk/primloc-only.cpp:2:17: warning: array designators are a C99 extension [clang-diagnostic-c99-
designator]

int ari[2IF =10 ]f= 3 N[ 1i(F="21"

/home/arseniy/proj/eurollvm-talk/primloc-only.cpp:3:11: warning: implicit conversion of out of range value from 'double' to '
int' is undefined [clang-diagnostic-literal-conversion]

int x = 14e300;
/home/arseniy/proj/eurollvm-talkuﬂ- ly.cpp:4:8: warning: Although the value stored to 'x' is used in the enclosing exp
ression, the value is never actually dﬁ ax s [clang-analyzer-deadcode.DeadStores]

X = (x += arr[0]); w
/home/arseniy/proj/eurollvm-talk/primloc-only.cpp:8:16:eadcast to 'int *' from smaller integer type 'int' [clang-diagn
ostic-int-to-pointer-cast]

return (int *)x - (int *)arr;

/home/arseniy/proj/eurollvm-talk/primloc-only.cpp:9:5: warning: non-void lambda does not return a value in all control paths
[clang-diagnostic-return-typel]

@)k

/home/arseniy/proj/eurollvm-talk/primloc-only.cpp:10:1: warning: non-void function does not return a value in all control pat
hs [clang-diagnostic-return-type]

}

A
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Simple Issues: GUI

C+ primloc-only.cpp

int fixme(bool flag) {
int arr[2] = {[e] = 3, [1] = 2};
int x = 14e300;
X = (x += arr[0]);
if (flag)

|

O VWO NOULULLB WN

=

v PROBLEMS = =
Filter (e.g. text, **¥/x.ts, I**/node_modules/**) NI
v G primloc-only.cpp '8

>

A array designators are a C99 ... sonarlint(cpp:S6172) [Ln 2, Col 17]
/\ implicit conversion of out of ... sonarlint(cpp:55276) [Ln 3, Col 11]
/\ Although the value stored to '... sonarlint(cpp:51854) [Ln 4, Col 8]
/\ implicit conversion loses int... sonarlint(cpp:55276) [Ln 6, Col 12]
$ cast to 'int *' from smaller int... sonarlint(cpp:S860) [Ln 8, Col 16]
/\ C-style cast removing const g... sonarlint(cpp:5859) [Ln 8, Col 27]
/\ non-void lambda does not retu... sonarlint(cpp:5935) [Ln 9, Col 5]
/\ non-void function does not re... sonarlint(cpp:S935) [Ln 10, Col 1]
G+ single-flow-legible.cpp @

€ sonar



Involved Issues: Multiple Locations

many-secondaries-irrelevant.cpp:5:28: error: no matching constructor for initialization of
'std:ivector<std::string>' (aka 'vector<basic_string<char>>')
std::vector<std::string> vs{1l, 2};

.
#l n C .l. u d e <V e C t 0 r> /usr/bin/. ./lib/gcc/x86_64-li;;;:;;u/ll/. «/«./«./../include/c++/11/bits/stl_vector.h:510:7: note:

candidate constructor not viable: no known conversion from 'int' to 'const allocator_type' (aka 'con
std::allocator<std::basic_string<char>>') for 2nd argument

#i n C -l_ u d e < S t r‘ i n g > vector(size_type _n, const allocator_type& __a = allocator_type())

/usr/bin/../lib/gcc/x86_64-linux-gnu/11/../../../../include/c++/11/bits/st1_vector.h:522:7: note:
candidate constructor not viable: no known conversion from 'int' to 'const value_type'
(aka 'const std::basic_string<char>') for 2nd argument
vector(size_type _ n, const value_type& _ value,

S /usr/bin/../lib/gcq
vold myvec e
vector(cons #
.
/1 /bin/../lib/ ../. /++/../include/ /11/bits/stl_vector.h:607:7: te:
std::vector<std::string> vs{1l, 2}; "“™uui ﬂ :: e R T e or 10 armen
no HOW.

64-1inux-gnu/11/../../../../in:lude/:++/11/bits/stl_vector.h:575:7: note:
or not viable: no known conversion from 'int' to 'const vector<basic_string<char>!
s 0 x, const allocator_type& __a)

vector(vectors& __rv, Const

/1 ++/11/bits/st1_vector.h:625:7: note:
candidate constructor not viable:

lonver: 1nt' to 'initializer_list<value_type>' (aka
‘initializer_list<std::basic strlng<char>>‘ for
vectur(lmtlahzer list<value_type> __ 1
/usr/bin/../lib/gcc/x86_64-linux-gnu/11/../../../../include/c++/11, tor.h:653:2: note:

candidate template ignored: substitution failure [with 7InputItera int]: no type named 'iterator_category' in

'std::iterator_traits<int>
vector(_InputIterator _ first, _InputIterator _ last,

} /usr/bin/../lib/gcc/x86_64-linux-gnu/117/.

/usr/bin/../lib/gcc/x86_64-linux-gnu/11/../../../../include/c++/11/bits/stl_vector.h:497:7: note:
candidate constructor not viable: requires single argument '__a', but 2 arguments were provided
vector(const allocator_type& __a) _GLIBCXX_NOEXCEPT

/usr/bin/../lib/gcc/x86_64-linux-gnu/11/../../../../include/c++/11/bits/st1l_vector.h:553:7: note:
candidate constructor not viable: requires single argument '_ x', but 2 arguments were provided
vector(const vector& __x)

/usr/bin/../lib/gcc/x86_64-linux-gnu/11/../../../../include/c++/11/bits/st1l_vector.h:572:7: note:
candidate constructor not viable: requires 1 argument, but 2 were provided
vector(vector&&) noexcept = default;

/usr/bin/../1lib/gcc/x86_64-linux-gnu/11/../ / ./../include/c++/11/bits/stl_vector.h:585:7: note:
candidate constructor not viable: req @ arguments, but 2 were pr‘ov1ded
vector(vector&& __rv, const allocator_type 'lreadue type) noexcept

vector() = detault;

1 error generated.

€ sonar



Multiple Locations: GUI

"InheritableAttr"”, and remove the ones

you manually duplicated. £ Clang [ clang/include/clang/AST/Stmtlterator.h See all issues in this file &
@ Code Smell 127
128 struct nStmtIterator : public StmtIteratorImpl<StmtIterator, Stmt*&> {

Add a using-declaration to this derived

class to inherit the constructors of Add a using-declaration to this derived class to inherit the constructors of "Stmtliteratorimpl”, and remove the ones you manually
"InheritableParamAttr”, and remove G duplicated.

the ones you manually duplicated.

@ Code Smell

129 explicit StmtIterator() = default;

130 BStntIterator(Stmt** S) : StmtIteratorImpl<StmtIterator, Stmt*&>(S) {}
clang/include/clang/AST/Stmtlterator.h 131 nStmtIterator(Decl** dgi, Decl** dge)
Add G dscEralon o tlils derved 132 : StmtIteratorImpl<StmtIterator, Stmt*&>(dgi, dge) {}

a using-declaration to this derive:
o . 33 StmtIterator(const VariableArrayType *t
class to inherit the constructors of ﬂ St tIt( o TESRETE ytyp st)t*& ¢
"Stmtlteratorimpl”, and remove the # Stmtlteratorlnpl<StntIterator, Stnt*&>(t) {}
ones you manually duplicated. D
Code Smell =¥
@ - 137 r(const StmtIteratorBase &RHS)
*,

The derived class -:38 S <StmtIterator, Stmt *&>(RHS) {}

+
a Removable constructor

3
a Matching constructor in base class 84 .. using difference_type = std::ptrdiff_t;
n Removable constructor 85 using pointer = REFERENCE;

86 using reference = REFERENCE;
[E Matching constructor in base class 87
ﬂ Removable constructor 88 StmtIteratorImpl() = default;
89 ﬂstmtIteratorImpl(Stnt **s) : StmtIteratorBase(s) {}

Matching constructor in base class 90 astntIteratorImpl(Decl **dgil, Decl **dge) : StmtIteratorBase(dgi, dge) {}

91 StntIteratorInpl(const VariableArrayType *t) : StmtIteratorBase(t) {}



Path-Sensitive Issues: Flow

int getInt();
int *getPtr();

void fixme() {
int x = getInt();
®int y = getInt();
EMint *p = getPtr();
Elit (JPlx < vy) {
‘IElif(Illp)
— 8-

X = ’

BAit (Blx == 3) {
e 8
}

}

v @ Dereference of null pointer (loaded from varial

=

0 N o U B WN

v Flow 1

: 'p' initialized here [7, 2]

: Assuming 'x' is < 'y' [8, 6]

: Taking true branch [8, 2]

: Assuming 'p' is null [9, 8]

: Taking false branch [9, 4]

: Assuming 'x' is equal to 3 [11, 8]
: Taking true branch [11, 4]

: Dereference of null pointer (loaded from variable 'p') [...

€ sonar



Path-Sensitive Issues: Flow

int getInt();
int *getPtr();

void fixme() {

int x = getInt();
®int y = getInt();
EMint *p = getPtr();
Elif (BElx <y) {

Elif (Ep)

| x =8;
BAit (Blx == 3) {
\} y = ERp;

}

v @ Dereference ¢

=

0 N o U B WN

v Flow 1

: 'p'initializec
: Assuming 'x
: Taking true |
: Assuming 'p
: Taking false

: Assuming 'x
: Taking true |
: Dereference

N o u b

10
1Ll

12

13
14
15

void fixme() {
int x = getInt();
int y = getInt();
>1g£ *p = getPtr();

t (1 'p'initialized here — ]

if (x <y) {

t ’gg\ < Assuming 'x'is<'y' — ]

|‘ (8« Taking true branch — J

' (6, « Taking false branch — J

X58;
“if AR == 3) {

' ‘«37’) < Assuming 'x' is equal to 3 — )

‘ (7. < Taking true branch — J

y = *E

t ?@ «— Dereference of null pointer (loaded from variable 'p') J




sonarqube Projects  Portfolios Issues Rules Quality Profiles Quality Gates Administration

& g Null pointer passed as read buffer "ntdev.Buffer"” in call to "wcsncasecmp" Get permalink %
Parameter values should be appropriate cpp:S3807 1 month ago » L269
Full execution flow +39 g ¥¥ Bugv @ Critcalv (O Open~ Notassigned v 5min effort 0 comments @ symbolic-execution v
Null pointer passed as read Where is the issue? Why is this an issue?
buffer "ntdev.Buffer" in call to
"wesncasecmp”
E rssuming the condiion i {51 msys2-runtime [ winsup/utils/cygpath.cc See all issues in this file £
false 262 ans.MaximumLength - ans.Length);
263 ans.Buffer[ans.MaximumLength - 1] = "\0';
[E] Taking false branch 264 I got_one = true;
B railing' is null 265 /* Spefial case for local disks: I't’s most feasible if tﬁe
266 DOS device name reflects the DOS drive, so we check for this
Taking false branch 267 explicitly and only return prematurely if so. */
B 268 I 1F( ntdev.Length < wcslen (HARDDISK_PREFIX)
ﬂ Assuming 'trailing' is null
269 | wcsncasecmp (ntdev.Buffer, HARDDISK_PREFIX, 8) '= 0
Taking true branch 270 || (odi->ObjectName.Length == 2 * sizeof (WCHAR)
271 && odi->ObjectName.Buffer[1] == L':"))
B Assuming 'ntdev.Length’ is > 272 {
‘tgtdev.Length' ? .
273 I if (trailing)
[E]) Taking true branch 274 £
. o 275 /* If there's a trailing path, it's a perfectly valid
) ﬁz:umlng the condition is 276 DOS pathname without the |\|.| prefix. Unless it's
277 longer than MAX_PATH - 1 in which case it needs
Returning from 278 the |\?| prefix. */
‘RtlEqualUnicodePathPrefix' =
=1 msys2-runtime [ winsup/cygwin/local_includes/ntdll.h | See all issues in this file

Returning without writing to
‘path->Buffer'

. L

7' condition s false SonarQube™ technology is powered by SonarSource SA

Assuming 'prefix->Length' is Data Center Edition - Version 9.9 (build 65466) - LGPL v3 - Community - (' Documentation - (' Plugins - Web API
>="path->Lenagth'




sonarqube Projects  Portfolios Issues Rules Quality Profiles Quality Gates Administration

— - - Null pointer passed as read buffer "ntdev.Buffer"” in call to "wcsncasecmp" Get permalink S
Parameter values should be appropriate cpp:S3807 1 month ago v L269
Full execution flow +39 RV ¥k Bug~ @ Criticalv (O Open~ Notassigned v 5mineffort 0 comments ¥ symbolic-execution v
§ ; o S ; 2
BB Nl pointer passed as read Where is the issue? Why is this an issue?
buffer "ntdev.Buffer" in call to
"wecsncasecmp”
{51 msys2-runtime [ winsup/utils/cygpath.cc See all issues in this file £
2] Assuming the condition is L . N = o
—— - . . S ymemey e . -y
false 243 {
E Taking false branch 244 /* If the comparison succeeds, the name of the directory entry is
245 a valid DOS device name, if prepended with "\|.|". Return that
‘trailing' is null 246 valid DOS path. */
* 111 - .
B Taking false branch 247 - wchar_t *trailing = NULL;
§ 248 if ( ﬂ ntdev.Length > tgtdev.Length)
{n Assuming 'trailing' is null 249 trailing = ntdev.Buffer + tgtdev.Length / sizeof (WCHAR);
i 250 ULONG len = RtlUnicodeStringToAnsiSize (&odi->ObjectName);
Taking true branch - .
251 B it (B trailing)
ﬂ Assuming 'ntdev.Length' is > 252 len += my_wcstombs (NULL, trailing, @);
'tgtdev.Length' 253 free (ret);
Taking true b h 254 ret = (char *) malloc (len + 4);
aking true branc
B Taking 255 strepy (ret, "\\\\.\\");
Assuming the condition is 256 ans.length = 0;
true 257 ans.MaximumLength = len;
— = 258 ans.Buffer = ret + 4;
Returning from - . e : :
, . - 259 RtlUnicodeStringToAnsiString (&ans, &odi->ObjectName, FALSE);
RtlEqualUnicodePathPrefix
260 E) i (D trailing)
261 my_wcstombs (ans.Buffer + ans.Length, trailing,
EE Returning without writing to
‘path->Buffer'
EEN 7' condition is false SonarQube™ technology is powered by SonarSource SA
Assuming ‘prefix->Length’ is Data Center Edition - Version 9.9 (build 65466) - LGPL v3 - Community - (' Documentation - (' Plugins - Web API
w~— "nath-<| anath'
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Choose Your Own Adventure

Steve Jackson and Ian Livingstone

ChEWARCOCK 05

y IRECOP MOURCAI

1. A fighting fantasy gamebook
Lin h YOU become the hero!

= S e N
168 With the whip in his hand, the Ore Chieftain
beating his servant, who is whimpering beneath hin.

167-169

167

bu find a secret doorch opens into the bend
here two passageways meet. To the north a short
ge runs into a dead end, and to the east, the
gsageway reaches a crossroads. If you will step
tough this secret door into the passageway, turn
B7. If you decide against going through the sec-
L door, close it and return down the passage to the
yssroads — turn to 359.

Ju open the door to ge room. A large chair
hind a solid-looking table suggests to you that
neone, or something, of rank uses this room. A
in the centre catches your eye. In a corner of
L room stands a man-sized creature with a warty
e, standing over a smaller creature of similar race.
lith the whip in his hand, the ORC CHIEFTAIN
bgen beating his servant, who is whimpering
I him. Will you:

them both?

Spring at the Chieftain in the hope
' that his servant will aid you?

Leave the room and head back for

the junction?

¢ by one all the key and turn in the locks.
it have placed them all correctly! As the last key
8, the lid of the chest comes free and you open
Turn to 400 to see what lies within.

&l [




Data Flow Based
Interactive Report



Null pointer passed as read buffer "ntdev.Buffer" in
call to "wcsncasecmp".

Relevant values:

This buffer is null:
Use: ntdev.Buffer
Def: ntdev.Buffer

239
240
241
242
243
244
245
246
247
248
249
250
291
252
253
254
255
256
257
258

259

274
275

277

279
280
281

PEEIEY

continue;
if (tgtdev.Length /* There's actually a symlink pointing to an

{

empty string: \??\GLOBALROOT -> "" */
&& RtlEqualUnicodePathPrefix (&ntdev, &tgtdev, TRUE))

/* If the comparison succeeds, the name of the directory entry is
a valid DOS device name, if prepended with "\\.\". Return that
valid DOS path. */

wchar t *trailing = NULL;

if (ntdev.Length > tgtdev.Length)

trailing = ntdev.Buffer + tgtdev.Length / sizeof (WCHAR);

ULONG len = RtlUnicodeStringToAnsiSize (&odi->ObjectName);

if (trailing)
len += my wcstombs (NULL, trailing, 0);

free (ret);

ret = (char *) malloc (len + 4);

strepy (ret, "\\\\.\\");

ans.Length = 0;

ans.MaximumLength = len;

ans.Buffer = ret + 4;

RtlUnicodeStringToAnsiString (&ans, &odi->ObjectName, FALSE);

if (trailing)

my wcstombs (ans.Buffer + ans.Length, trailing,
ans.MaximumLength - ans.Length);
ans.Buffer[ans.MaximumLength - 1] = '\0';

got one = true;

/* Special case for local disks: 1It's most feasible if the
DOS device name reflects the DOS drive, so we check for this
explicitly and only return prematurely if so. */

if (ntdev.Length < wcslen (HARDDISK PREFIX)

|| wesncasecmp (htdev.Buffed, HARDDISK_PREFIX, 8) != 0
|| (odi->ObjectName.Length == 2 * sizeof (WCHAR)
&& odi->ObjectName.Buffer[1] == L':"'))

if (trailing)
{

/* If there's a trailing path, it's a perfectly valid
DOS pathname without the \\.\ prefix. Unless it's
longer than MAX PATH - 1 in which case it needs
the \\?\ prefix. */

if ((len = strlen (ret + 4)) >= MAX PATH)
retl2] = "2°;

else

mammavia [ rot rat o4 AN ctrrlan (vot+ 2 AY 2 1)



Null pointer passed as read buffer "ntdev.Buffer" in 29 o e

" " 240 if (tgtdev.Length /* There's actually a symlink 901nt1ng to an
call to "wcsncasecmp”. 241 empty string: \??\GLOBALROOJ -> "" */

Explored points: Zi ; && RtlEqualUnicodePathPrefix (&ntdev, &tgtdev, TRUE))
This buffer is null: 244 /* If the comparison succeeds, the name of the directory entry is
Use: ntdev.Buffer 245 a valid DOS device name, if prepended w:}fth "\\.\". Return that

. 3 246 valid DOS path. */
Def: ntdev.Buffer 247 wchar t *trailing = NULL;

tntdev.Buffer gi? lft(nttljev Lengzg 0 ’ég}cfiev Lezgzg) L th{/ f (WCHAR);
= 249 railing = ntdev.Buffer + tgtdev.Leng sizeo ;
Relevant values: 250 ULONG 1len = RtlUnicodeStringToAnsiSize (§0d1 >0bjectName) ;
1 n o)
ntdev.Buffer": 51 if (trailing)

Use: m 52 frégn(:gtryy_wcstombs (NULL, trailing, 0)/;

IInvalidation|Def: NtOpenSymbolicLinkObject 54 ret = (char *) malloc (len + 4); ,/

(&Ink, SYMBOLIC LINK QUERY, &ntobj) = strepy (ret, TSN /

56 ans.Length = 0; [
"ntdev": 57 ans.MaximumLength = len; /
. 58 ans.Buffer = ret + 4; |
}i:?';ﬁg:iy 59 RtlUnicodeStringToAnsiString (&ans, &odi->ObjectName, FALSE);
: 60 if (trailing)

N O O

my wcstombs (ans.Buffer + ans.Length, trailing,
ans.MaximumLength - ans.Length);
ans.Buffer[ans.MaximumLength - 1] =; NOH ¢
got one = true;
/* Special case for local dlsks:eé t's most feasible if the

(o)}
ouUks WN -

o OO

DOS device name reflects the DPS drive, so we check for this
explicitly and only return prematurely if so. */

if (ntdev.Length < wcslen (HARDDISK PREFIX)
|| wesncasecmp (ntdev.Buffer|, HARDDISK PREFIX, 8) != 0

o O C
[(e)

NINNNNNNNNNNNNNNNNN I\4 N
o o U
> 00~

70 || (odi->ObjectName.Length == 2 * sizeof (WCHAR)
271 && odi->ObjectName.Buffer[1] == L':"))
272 {
273 if (trailing)
274 {
275 /* If there's a trailing path, it's a perfectly valid
276 DOS pathname without the \\.\ prefix. Unless it's
277 longer than MAX PATH - 1 in which case it needs
278 the: N\\2\: prefix, */
279 if ((len = strlen (ret + 4)) >= MAX PATH)
280 ret[2] = '?';

281 else

o S on e e om0 4 2 = - A P ~ A



Null pointer passed as read buffer "ntdev.Buffer" in

call to "wcsncasecmp".

Explored points:

This buffer is null:
Use: ntdev.Buffer
Def: ntdev.Buffer

ntdev.Buffer

"ntdev.Buffer":

Use: ntdev.Buffer

Invalidation| Def: NtOpenSymbolicLinkObject
(&Ink, SYMBOLIC LINK QUERY, &ntobj)

Relevant values:

"ntdev.Buffer":

Use: NtOpenSymbolicLinkObject (&Ink,
SYMBOLIC LINK QUERY, &ntobj)
IInvalidation|Def: RtlAnsiStringToUnicodeString
(&ntdev, &ans, FALSE)

NtOpenSymbolicLinkObject:

Use: NtOpenSymbolicLinkObject

Def: NTSTATUS NtOpenSymbolicLinkObject
(PHANDLE, ACCESS MASK,

POBJECT ATTRIBUTES)

Assumptions about "ntdev.Buffer":

trailing
"ntdev.Buffer" is null

I get device name (char *path)

165 {

UNICODE STRING ntdev, tgtdev, ntdevdir;

ANSI STRING ans;

OBJECT ATTRIBUTES ntobj;

NTSTATUS status;

HANDLE lnk, dir;

bool got one = false;

char *ret = strdup (path);

PDIRECTORY BASIC INFORMATION odi = (PDIRECTORY BASIC INFORMATION)
alloca (4096);

BOOLEAN restart;

ULONG cont;

if (!strncasecmp (path, GLOBALROOT PREFIX "\\", sizeof (GLOBALROOT PREFIX)))
path += sizeof (GLOBALROOT PREFIX) - 1;

if (strncasecmp (path, "\\Device\\", 8))
return ret;

if (!'RtlAllocateUnicodeString (&ntdev, 65534))
return ret;

if (!RtlAllocateUnicodeString (&tgtdev, 65534))
return ret;

RtlInitAnsiString (&ans, path);

RtlAnsiStringToUnicodeString (&ntdev, &ans, FALSE);

/* First check if the given device name is a symbolic linR~igself. If so,
query it and use the new name as actual device name to search_for in the
DOS device name directory. If not, just use the incoming devite_name. */

InitializeObjectAttributes (&ntobij, &ntdev, 0BJ CASE INSENSITIVE, N , NULL);

status = NtOpenSymbolicLinkObject (&lnk, SYMBOLIC_LINK_QUERY, &ntobj);

if (NT_SUCCESS (status))

{
status = NtQuerySymbolicLinkObject (lnk, &tgtdev, NULL);
NtClose (1lnk);
if (!NT SUCCESS (status))
gotolout;
RtlCopyUnicodeString (&ntdev, &tgtdev);

}
else if (status != STATUS OBJECT TYPE MISMATCH
&& status != STATUS OBJECT PATH SYNTAX BAD)
goto out;




Null pointer passed as read buffer "ntdev.Buffer" in
call to "wcsncasecmp".

Explored points:

This buffer is null:
Use: ntdev.Buffer
Def: ntdev.Buffer

mtdev.Buffer

"ntdev.Buffer":

Use: ntdev.Buffer

IInvalidation| Def: NtOpenSymbolicLinkObject
(&Ink, SYMBOLIC LINK QUERY, &ntobj)

trailing
"ntdev.Buffer" is null

"trailing":

Use: trailing

Def: trailing = ntdev.Buffer + tgtdev.Length /
sizeof (WCHAR)

Relevant values:

mntdev.Buffer

tgtdev.Length

1% s

for

\
|

.and sgan it. */
(restart = TRUE, cont = 0;
NT SUCCESS (NtOueryDlrectoryOb]ect (dir, odi, 4096, TRUE,
restart, &cont, NULL)),

restart\= FALSE)
/* |For edch entry check if it's a symbolic link. */
InltlallzeobjectAttrlbutes (&ntobj, &odi->ObjectName,

0BJ CASE INSENSITIVE, dir, NULL);
staius = NtOpenSymbolchanObJect (&lnk, SYMBOLIC LINK QUERY, &ntobj);
if [!INT SUCCESS (status))

cantinues

tgtoev.Length = 0;

tgtdev. Max1mumLength 512;

/* If so, guery it and compare the target of the symlink with the
ihcoming\device name. */

status = NtQuerySymbolicLinkObject (lnk, &tgtdev, NULL);

NtClase (lnk);

if (!NT_SUCCESS (status))
continue; |

i (tgtdev Lehgth /* There's actually a symlink pointing to an

empty string: \??\GLOBALROOT -> "" */
&& RtlEqualUnlcodePathPreflx (&ntdev, &tgtdev, TRUE))
{

/* If the comparlson succeeds,
\a valid ID0OS device name, 1f prepended with "\\.\".
\valid DO% path. */

wchar t *trgiling = NULL;

if (ntdev Length > tqtdev Length)

“trailing = |ntdev. Buffer| + tgtdev.Length / sizeof (WCHAR);
ULONG len = RtlUnicodeStringToAnsiSize (&odi->ObjectName);
if (trailing)|

len += my we¢stombs (NULL, trailing, 0);
free (ret); |
ret = (char *) malloc (len + 4);
strcpy (ret, "\\\\.\\");
ans.Length = 0;
ans.MaximumLength = len;
ans.Buffer = ret + 4;
RtlUnlcodeStrlngToAn51Str1ng (&ans,
if (trailing)

my wcstombs (ans.Buffer + ans.Length, trailing,

b Maswimiaml ancadl

the name of the directory entry is
Return that

&odi->0bjectName, FALSE);

ame |l ancdthh) o



precursor id 0
name Null pointer passed as read buffer "ntdev.Buffer" in call to "wcsncasecmp”.
kind Primary location
code wcsncasecmp (ntdev.Buffer, HARDDISK_PREFIX, 8)
loc 269:8-54 )
' Vaiu
precursor id 30 cursor id )
name "status” name This buffer is null
kind Binding kind Root
code status = NtOpenSymbolicLinkObject (&Ink, SYMBOLIC_LINK_QUERY, &ntobj) code ntdev.Buffer
loc 229:4-73 loc 269:21-33
Zalu/ \‘ Valu
.
31 TR 5 ~ precursor id 7
name
Structural LI PRt 0 kind Structural
NtOpenSymbolicLinkObject (&Ink, SYMBOLIC_LINK_QUERY, &ntobj) c::::e NT_SU:BCOE;SZ(BSGNS) code ntdev.Buffer
229:13-73 P - loc 269:21-33
ArgunV Value,
32 (‘precursor id 43 ) (precursorid | 10 )
"Ink" name "ntdev.Buffer" name
validation kind nvalidation kind Structural
xInk, SYMBOLIC_LINK_QUERY, &ntobj) code NtOpenSymbolicLinkObject k, SYMBOLIC_LINK_QUERY, &ntobj) code ntdev.Length
29:13-73 L loc 194%2-72 s loc 248:12-24
e ‘ Eik InvalidatedValue
\ ‘ s\ \A
precursor id 82' ] i P - : - - precursor id a5
name NtOpenSymbolicLinkObject name “ntdev.Length"
E = SC "ntdev.Buffer” is null - —
kind Declaration B tralling kind Invalidation
INK_QUERY, &ntobj) code NTSTATUS NtOpenSymbolicLinkObject (PHANDLE, ACCESS_MASK, POBJECT_ATTRIBUTES) e 2511220 code NtOpenSymbolicLinkObject (&Ink, SYMBOLIC_LINK_QUERY, &ntob|
y € loc 1465:3-79 - 8 loc 194:12-72
Callee Valug, - . InvalidatedVal\
CatteT ect LT
86 Y precursor id 7 £ ) u e precursor id 47
B - — informer id 7 i
)penSymbolicLinkObject name "trailing" / dee "ntdev.iength">= 16 name "ntdev.Length"
Declaration kind Binding vAu o0 kind Invalidation
dject (PHANDLE, ACCESS_MASK, POBJECT_ATTRIBUTES) code trailing = ntdev.Buffer + tgtdev. / sizeof (WCHAR) cl:::e nitievenotiis v%xerz(;:RDDISK_PREFIX) code RtlAnsiStringToUnicodeString (&ntdev, &ar
1465:3-79 loc *3-59 A 4 loc 188:3-53
Me Value y InvalW callei
13 precursor id 8 3 precursor id 5 ) (‘precursorid precursor id 67 4" (precursorid &
Para Rama name aTie "ntdev.Length” name RtlAnsiStringToUnicodeString
Structural kind Struc| kind Structural kind Structural kind Binding kind neclamation
dePathPrefix (&ntdev, &tgtdev, TRUE) code ntde! r code ntdev.Length code weslen (HARDDISK_PREFIX) code uni->Length = 0 code NISTATUS RuAnsiStringToUnicodeBS(;gEg A':J')MCODE—STR"
242:11-60 loc 249:14-26 Dy loc 268:12-24 ) loc 268:27-51 p @ loc 145:3-18 ) loc 1542.3.1543.15

e s\

N

-
AssignmentTa r(_}?\‘




Conclusion

- Clarity is as important as precision

- GUI overcomes limitations of plain-text
- GUI capabilities are underutilized

- The completeness,,q brevity tradeoff is rudimentary

€ sonar



