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> 50%

of security vulnerabilities are caused by memory safety issues



Swift: Modern Memory-Safe Language

» Natively compiled to Darwin, Linux, Windows, etc.

» Leverages Clang/LLVM CodeGen and infrastructure




% find Llvm-project/clang/lib —-name "x.cpp" | xargs wc -1

1025676



Moving Towards Memory Safety



Goals of Swift / C++ Interoperability
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» Implement minor chunks of new functionality in Swift
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* Incremental integration of Swift code into C++ codebases
» Implement minor chunks of new functionality in Swift
- Build and test the codebase continuously

» Using existing C++ libraries in Swift projects
» Allow using well-designed C++ APIs from Swift
- Avoid significant performance penalty
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Making every C++ API available in Swift
Writing “C++ in Swift”
Changing Swift’s core principles to accommodate C++

Developing a dialect of Swift or C++
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Under The Hood



Clang Swift

// maln.swift
import Clang_AST

_________________________________________________________________



Clang Swift

// maln.swift
import Clang_AST

_________________________________________________________________




Clang Swift

// maln.swift
import Clang_AST

_________________________________________________________________




Clang Swift

// maln.swift
import Clang_AST

_________________________________________________________________




Clang Swift

// maln.swift
import Clang_AST

_________________________________________________________________



















Clang Swift

// MyLibrary.swift
public func myFunction()

_________________________________________________________________
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public func myFunction()
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// MyLibrary-Swift.h
// This 1is a generated header!
inline void myFunction() { .. }
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// maln.cpp // MyLibrary-Swift.h
#include “MylLibrary-Swift.h” // This 1s a generated header!
inline void myFunction() { .. }

_________________________________________________________________



Clang Swift

// main.cpp // MyLibrary-Swift.h
#include “MylLibrary-Swift.h” // This 1s a generated header!
inline void myFunction() { .. }




Clang Swift

// main.cpp // MyLibrary-Swift.h
#include “MylLibrary-Swift.h” // This 1s a generated header!
inline void myFunction() { .. }

o

clang++ main.cpp




Clang Swift

// main.cpp // MyLibrary-Swift.h
#include “MylLibrary-Swift.h” // This 1s a generated header!
inline void myFunction() { .. }

o

clang++ main.cpp




Importing C++ into Swift



Swift




Swift

- Value types

- Do not have pointer identity



Swift

- Value types » Reference types
- Do not have pointer identity + Automatically reference-
counted

« Can be inherited



C++ Types

——

Swift Types
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auto end = v.end();
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++1t;
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// main.cpp // main.swift
void iterate() { func iterate() {
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C++ Pointers are Dangerous in Swift

- Difficult to infer lifetime dependencies statically
+ Methods can return pointers to internal storage

// main.cpp // main.swift
void iterate() { func iterate() {
std::vector<int> v = { .. }: let v: std.vector<CInt> = [ .. ]
auto it = v.begin(); var it = v.begin()
t = V. ; let = V.
auto end = v.end() et end = v.end() ‘ \ v destroyed
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C++ Swift
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C++ iterator types are generally not safe to use in Swift
- lterators commonly store a pointer to the underlying container
 There is no lifetime dependency expressed statically

begin() and end () methods are not available in Swift
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begin() and end () methods are not available in Swift



C++ Swift

lterators —
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Open Challenges

C++ Swift




Open Source Collaboration

Part of the Swift OSS project. We would appreciate your contributions!

github.com/apple/swift
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Questions?


https://www.swift.org/documentation/cxx-interop/
https://www.swift.org/cxx-interop-workgroup/

