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Safety 
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Safety 
Properties

Reachability 
Properties

What about Verification?

“Something never happens”

“A certain state is eventually reached in 
any execution”
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CIRCT-MC: RTL-level Model Checking

%c = comb.and %a, %b : i1

comb.and

CIRCT:
a b
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%c = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1
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a b
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CIRCT:

CIRCT-MC: RTL-level Model Checking
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%c = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1

comb.and
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CIRCT:

CIRCT-MC: RTL-level Model Checking

SMT Variables
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%c = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1
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a b
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CIRCT:

CIRCT-MC: RTL-level Model Checking

SMT Formula
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%c = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1
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CIRCT:

CIRCT-MC: RTL-level Model Checking

Register List
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CIRCT-MC: RTL-level Model Checking
a b

c

d

Vars: x, y, z
%a = x
%b = y
%c = x |& y
%d = z

comb.and

seq.combreg

clock cycle = 0
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CIRCT-MC: RTL-level Model Checking
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%d = x |& y

clock cycle = 0 clock cycle = 1
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CIRCT-MC: RTL-level Model Checking
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CIRCT-MC: RTL-level Model Checking
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Unrolled Bounded Model Checking
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SMT Model∀ clock cycle: 

Something bad 
happens

UNSAT

CIRCT-MC: RTL-level Model Checking
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SMT Model∀ clock cycle: 
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SMT Model∀ clock cycle: 

UNSAT

CIRCT-MC: RTL-level Model Checking

¬ Safety Property

UNSAT if the safety property holds
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SMT Model∀ clock cycle: 

State is eventually 
reached

SAT

CIRCT-MC: RTL-level Model Checking
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SMT Model∀ clock cycle: 

Reachability 
Property

SAT

CIRCT-MC: RTL-level Model Checking
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SMT Model∀ clock cycle: 

Reachability 
Property

SAT

CIRCT-MC: RTL-level Model Checking

SAT if the liveness property is covered
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CIRCT - Verification
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CIRCT - Verification
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CIRCT - Verification

A

B

C

x++x--

x = 0

if: x > 1

if: x <= 1

can state C be reached?

state x

+
1

-1

== 0?

1

0 2

> 0?

can this be 2?
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CIRCT - Verification

hw

seq

comb

FSM

SMT
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Not just for CIRCT!

llvmscf

SMT
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Not just for CIRCT!

llvmscf

SMT

affine

SMT
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CIRCT - Verification

hw

seq

comb

FSM

SMT
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Frontends RTLRTL

Traditional   Hardware Design
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Frontends RTL VerilogRTL

Traditional   Hardware Design

+
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Multi-Level Hardware Design in CIRCT[1]

Frontends RTL VerilogHigh Level IR

[1]  https://circt.llvm.org/

+
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Multi-Level Hardware Design in CIRCT

Frontends RTL VerilogHigh Level IR
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x=0
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Multi-Level Hardware Design in CIRCT

Frontends RTL VerilogHigh Level IR
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HW

Comb

x++

x=0
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Multi-Level Hardware Design in CIRCT
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Frontends RTL VerilogHigh Level IR

Seq

HW

Comb

FSM

Handshake
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What about Verification?

?
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Safety 
Properties

What about Verification?

“Something never happens”
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Safety 
Properties

Reachability 
Properties

What about Verification?

“Something never happens”

“A certain state is eventually reached”
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Frontends RTL VerilogHigh Level IR

Seq

HW

Comb

FSM

Handshake

Arc

Verification in CIRCT

BTor2 [2]

[2] Dobis et al, 2023, Verification of Chisel Hardware Designs with ChiselVerify. Microprocessors and Microsystems 96 (2023), 104737
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Frontends RTL VerilogHigh Level IR

Seq

HW

Comb

FSM

Handshake

Arc

Verification in CIRCT

SimbYosys [3]

[3] SymbiYosys (sby) – Front-end for Yosys-based formal verification flows. ([n. d.]). https://github.com/YosysHQ/SymbiYosys, Accessed 24/11/21

https://github.com/YosysHQ/SymbiYosys
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Frontends RTL VerilogHigh Level IR

Seq

HW

Comb

FSM

Handshake

Arc

Verification in CIRCT

Can we exploit higher level abstractions for model checking?
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RTLHigh Level IR

FSM

Handshake

Arc
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HW

Comb

FSMT
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Our effort in CIRCT for Verification
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RTLHigh Level IR

FSM

Handshake

Arc

Seq

HW

Comb

FSMT

CIRCT-MC

Our effort in CIRCT for Verification

low level model 
checking 
baseline
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RTLHigh Level IR

FSM

Handshake

Arc

Seq

HW

Comb

Our effort in CIRCT for Verification

Can we check something useful at FSM level?
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RTLHigh Level IR

FSM

Handshake

Arc

Seq

HW

Comb

FSM-to-SMT

Our effort in CIRCT for Verification
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FSM Dialect FSM.mlir instance
state1

staten

output1

transition1,1

transition1,m

guard1,m

action1,m
…

…

variable1

variablek

…

FSMT: FSM-level Model Checking
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A B… …

FSMT: FSM-level Model Checking

g(x, in(t)), a(x, in(t))
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FSMT: FSM-level Model Checking
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A B… …

FSMT: FSM-level Model Checking
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A B… …

FSMT: FSM-level Model Checking

t

in(t)

FA(t, x)

t+1

in(t+1)

FB(x, t+1)

g(x, in(t)), a(x, in(t))
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A B… …

FSMT: FSM-level Model Checking

t

in(t)

FA(t, x) |& g(x, in(t)) |> FB(a(x, in(t+1), t+1)

t+1

in(t+1)

g(x, in(t)), a(x, in(t))
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A B… …

FSMT: FSM-level Model Checking

t

in(t)

FA(t, x) |& g(x, in(t)) |> FB(a(x, in(t+1), t+1)

t+1

in(t+1)

g(x, in(t)), a(x, in(t))

Uninterpreted Bool functions
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A B… …

FSMT: FSM-level Model Checking

t

in(t)

FA(t, x) |& g(x, in(t)) |> FB(a(x, in(t+1), t+1)

t+1

in(t+1)

g(x, in(t)), a(x, in(t))

Necessary condition only
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Problem: SMT Solvers are Dumb 

s0

s1

sn

s2

…

…
s0(t)

s1(t)

s2(t)

…

sn(t)

g12
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Problem: SMT Solvers are Dumb 

s0

s1

sn

s2

…

…
s0(t) t = 0

s1(t) t = 1

s2(t) t = 2 && g12

… …

sn(t) t = m

g12
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Problem: SMT Solvers are Dumb 

s0

s1

sn

s2

…

…

g12

∃t,∃ x∈x : 
Fsn(t) |& Fs1(t)
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Problem: SMT Solvers are Dumb 

s0

s1

sn

s2

…

…

g12

s0(t) t = 0

s1(t) t = 1

s2(t) t = 2 && g12

… …

sn(t) t = m || t = 1
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Solution: Mutual Exclusion 

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

; property

FA(t, x) |> !FB(||., t)
FA(t, x) |> !FC(||., t)
…
FA(t, x) |> !FN(||., t)
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Solution: Mutual Exclusion 

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

; property

FA(t, x) |> !FB(||., t)
FA(t, x) |> !FC(||., t)
…
FA(t, x) |> !FN(||., t)

Guarantee one active state 
at any time-step t
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FSMT: Reachability Verification
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FSMT: Reachability Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“eventually state B will be reached”

∀t,∀ x∈x : FB(t, x)  |> false
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FSMT: Reachability Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“eventually state B will be reached”

∀t,∀ x∈x : FB(t, x)  |> false
= !FB(t, x) || false
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FSMT: Reachability Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“eventually state B will be reached”

∀t,∀ x∈x : FB(t, x)  |> false
= !FB(t, x) || false
= !FB(t, x)
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FSMT: Reachability Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“eventually state B will be reached”

∀t,∀ x∈x : FB(t, x)  |> false
= !FB(t, x) || false
= !FB(t, x)

UNSAT
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FSMT: Reachability Verification
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s1
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…

…

∀t,∀ x∈x : !Fsn(t)

g12
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FSMT: Reachability Verification
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FSMT: Reachability Verification

s0

s1

sn

s2

…

…

∀t,∀ x∈x : !Fsn(t)

g12



84

FSMT: Reachability Verification
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FSMT: Reachability Verification

s0

s1

sn

s2

…

…

UNSAT

∀t,∀ x∈x : !Fsn(t)

g12
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FSMT: Safety Properties Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…
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FSMT: Safety Properties Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“xi  is always 1 in state B”
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FSMT: Safety Properties Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“xi  is always 1 in state B”

∀t,∀ x∈x : FB(t, x)  |> xi = 1
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FSMT: Safety Properties Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“xi  is always 1 in state B”

∀t,∀ x∈x : FB(t, x)  |> xi = 1
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FSMT: Safety Properties Verification

FA(t, x) |& gAB(x, in(t)) |> FB(aAB(x, in(t+1), t+1)
FB(t, x) |& gBC(x, in(t)) |> FC(aBC(x, in(t+1), t+1)

…

“xi  is always 1 in state B”

∀t,∀ x∈x : FB(t, x)  |> xi = 1 SAT
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

s0

s1

sn

s2

…

…

g12
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

s0

s1

sn

s2

…

…

g12
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

s0

s1

sn

s2

…

…

g12
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

= !Fx2(t, x) || x = 2

s0

s1

sn

s2

…

…

g12
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

= !Fx2(t, x) || x = 2

s0

s1

sn

s2

…

…

g12 SAT
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

= !Fx2(t, x) || x = 2

s0

s1

sn

s2

…

…

g12 SAT
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FSMT: Safety Properties Verification

∀t,∀ x∈x : Fx2(t, x) 
|> x = 2

= !Fx2(t, x) || x = 2

s0

s1

sn

s2

…

…

g12 SAT

work in progress 
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FSMT: Testing 

FSM

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]
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FSMT: Testing 
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FSMT: Testing 

FSM

Core

SMT SMT-LIB

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

Z3
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FSMT: Testing 

FSM

Core

SMT SMT-LIB

Btor2

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

Z3
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FSMT: Testing 

FSM

Core

SMT SMT-LIB

Btor2

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

Z3

AVR
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FSMT: Testing 

Z3
HORN
AUFLIA
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FSMT vs. AVR:  reachability property - SYN
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FSMT vs. AVR:  reachability property - SYN
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FSMT vs. AVR:  reachability property - HLS
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FSMT vs. AVR:  reachability property


