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Traditional Hardware Design

High-Level 1 Low-Level | Hardware Design Stack
Languages | Languages |
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| |
| |
Chisel | / Compiler ———  Opt —— Sim
I
SpinalHDL | S. Verilog >§< Compiler ——  Opt 4>-
| |
HLS | VHDL \ Compiler ——  Opt —— LEC
I
MyHDL : : Compiler ———  Opt Verifier
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Traditional Hardware Design

No, Thanks!



Traditional Hardware Design

No, Thanks!

Many tools to learn

Little Reuse
Implementations Repeated
Redundancy
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CIRCT

Front End CIRCT Core Hardware Design Stack
Languages Dialects
Chisel
SpinalHDL -
S. Verilog —>-

S. Verilog



Traditional Hardware Design

Front End CIRCT Core
Languages Dialects

Chisel —— FIRRTL

SpinalHDL

FSM
HLS <i:
Handshake

MyHDL

S. Verilog —  LLHD

Hardware Design Stack



CIRCT

Front End
Languages

CIRCT Core Dialects

Front End Dialects Back End Dialects, Back Ends

Handshake
FSM

circt-lec

HLS

verif + smt

circt-bmc



Upstream frontends (selection) Input languages

PyTorch | | Polygeist SV/VHDL
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\ Upstream MLIR \
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CIRCT
/ /
LoopSchedule
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‘ Handshake | FIRRTLParser

Calyx native FIRRTL ESI Pipeline Moore

HWArith ‘ MSFT

Core dialects
‘ Seq ‘ Comb | Imempl | HwW ‘
‘ sV | ‘ SystemC ‘ | Arc ‘ I LLHD |
I ExportVerilog | ExportSystemC | | Arcilator
T

P

S

Software API |
(e.g. py/c++/c#) i
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CIRCT

Front End
Languages

CIRCT Core Dialects

Front End Dialects Back End Dialects, Back Ends

Handshake
FSM

circt-lec

HLS

verif + smt

circt-bmc



CIRCT - Verification

Chw

 seq

T \ retiec
verif + smt <:

circt-bmc
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What about

Safety
Properties

“Something never happens”
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What about

Safety
Properties

Reachability
Properties

“Something never happens”

“A certain state is eventually reached in
any execution”
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CIRCT-MC: RTL-level Model Checking
a b

CIRCT:
comb.and
%cC = comb.and %a, %b : i1
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CIRCT-MC: RTL-level Model Checking

a b

>

1

comb.and

seqg.compreg

CIRCT:

%C = comb.and %a, %b ;i1
%d = seq.compreg %c, clk %clk : i1
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CIRCT-MC: RTL-level Model Checking

a b

>

1

comb.and

seqg.compreg

CIRCT:

%C = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1

N /
Y

SMT Variables
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CIRCT-MC: RTL-level Model Checking

a b

>

1

comb.and

seqg.compreg

CIRCT:

%cC = comb.and %a, %b : i1
%d = seq.compreg %c, clk %clk : i1

N /
Y

SMT Formula
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CIRCT-MC: RTL-level Model Checking

a b

>

1

comb.and

seqg.compreg

CIRCT:

%C = comb.and %a, %b ;i1
%d = seg.compreg %c, clk %clk: i1

N /
Y

Register List
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CIRCT-MC: RTL-level Model Checking

comb.and

> seqg.combreg
| d
clock cycle =0

Vars: x, v, z

%a = X
%o =y
%c = x & vy
%d = z

D .



CIRCT-MC: RTL-level Model Checking

a b a b
comb.and comb.and

C C
> seq.combreg seq.combreg

| d d

clock cycle=0 clock cycle =1

Vars: x, v, z Vars: X, v, Z, X, Y,
%a = X %a = X,
%o =y %0 =y,
%c = x & vy %C = X, & vy,
%d = z %d = x & vy



CIRCT-MC: RTL-level Model Checking

ab a b a b
comb.and comb.and comb.and
C C C
> seq.combreg seq.combreg seq.combreg
| d d d
clock cycle =0 clock cycle =1 clock cycle =2
Vars: x, v, z Vars: X, v, Z, X, Y, Vars: X, v, Z, Xy, Yqis
%a = X %a = X1 X2/ y2
%o =y %0 =y, %a = X,
%c = x & vy %C = X, & vy, % o=y,
%d = z %d = x & vy %C = X, 8& ,
%d = x; & vy,




CIRCT-MC: RTL-level Model Checking

a b a b a b
C

comb.and comb.and comb.and

> seqg.combreg

seqg.combreg seq.combreg

%Db y %Db y %a

- :1 :X2

%c = X & Y %C = X, &y, %D =y,
%d = z %d = x & vy %C = X, &
pd = x, 8& vy,
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RTL-level Model Checking

Vv clock cycle: SMT Model T

UNSAT

Something bad /

happens
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RTL-level Model Checking

Vv clock cycle: SMT Model T

UNSAT

- Safety Property /
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CIRCT-MC: RTL-level Model Checking

Vv clock cycle: SMT Model

- Safety Property
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RTL-level Model Checking

Vv clock cycle: SMT Model T

SAT

State is eventually ___,,//////////

reached
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RTL-level Model Checking

Vv clock cycle: SMT Model T

SAT

Reachability /

Property
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CIRCT-MC: RTL-level Model Checking

Vv clock cycle: SMT Model

Reachability
Property
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CIRCT - Verification

CIRCT Core Dialects | Back End Dialects| Back Ends

gt

verif + smt » circt-bmc
AVR

Btor2 —  Btor-mc

NuXMV
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CIRCT - Verification

CIRCT Core Dialects

HLS
> FSM ——>
PyCDE

Back End Dialects| Back Ends

|
' verif + smt — » circt-bmc
. comb |
structure | | |
: : | AVR
| | 1
1 |
M : SRl —» Btor-mc
/dev/null '
NuXMV
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CIRCT - Verification

lx=0

ifex<=1

ifix>1 ‘

can state C be reached?

can this be 2?

> state

v

== 0?
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CIRCT - Verification

HLS
> FSM
PyCDE

SMT
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CIRCT - Verification
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Not just for CIRCT!

S—

SMT

35



Not just for CIRCT!
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CIRCT - Verification
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Traditional Hardware Design

Frontends
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Traditional Hardware Design

Frontends

AT

A

|y
T
T

RTL
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Traditional Hardware Design

Frontends

/\

A

RTL

Y
T
T

—_—

Verilog
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Multi-Level Hardware Design in

Frontends —

[1] https://circt.llvm.org/

High Level IR

—_—

/\

A

RTL

Y
T
T

—_—

Verilog
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Multi-Level Hardware Design in

Frontends

—_—

x=0

|

X++

High Level IR

—_—

/\

A

RTL

Y
T
T

—_—

Verilog
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Multi-Level Hardware Design in

x=0
‘ Seq
X++ HW
Comb

Frontends —  High LevellR — RTL

Verilog
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Multi-Level Hardware Design in

FSM Seq
Handshake HW
Arc Comb

Frontends —  High LevellR — RTL

Verilog
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What about

Frontends —

?
FSM Seq
Handshake HW
Arc ® Comb

High Level IR — RTL

Verilog
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What about

Safety
Properties

“Something never happens”

47



What about

Safety
Properties

Reachability
Properties

“Something never happens”

“A certain state is eventually reached”
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Verification in

FSM Seq
Handshake HW

Arc Comb

Frontends —  High LevellR — RTL —

[2] Dobis et al, 2023, Verification of Chisel Hardware Designs with ChiselVerify. Microprocessors and Microsystems 96 (2023), 104737

BTor2 12

Verilog
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Verification in

FSM Seq
Handshake HW
Arc Comb
Frontends —  High LevellR — RTL —

[3] SymbiYosys (sby) — Front-end for Yosys-based formal verification flows. ([n. d.]). https://github.com/YosysHQ/SymbiYosys, Accessed 24/11/21

SimbYosys !

Verilog
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https://github.com/YosysHQ/SymbiYosys

Verification in

FSM
Handshake

Arc

Frontends ——  High Level IR

—_—

Seq

HW

Comb

RTL

Verilog
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Verification in

FSM Seq

Can we exploit higher level abstractions for model checking?

Frontends High Level IR RTL Verilog
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Our effort in

FSMT

For

FSM

Handshake

Arc

High Level IR

—_—

Seq

HW

Comb

RTL

—— CIRCT-MC
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Our effort in

For

Seq
HW

Comb

RTL

—— CIRCT-MC
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Our effort in

For

Seq
HW

Comb

RTL

—— CIRCT-MC

\ /
N

low level model
checking
baseline
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Our effort in

For

FSM
Handshake

Arc

High Level IR
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Our effortin CIRCT for Verification

High Level IR RTL

> .



Our effort in

FSM-to-SMT ——

For

FSM
Handshake

Arc

High Level IR
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FSMT: FSM-level Model Checking

FSM Dialect

instance
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FSM-level Model Checking

60



FSM-level Model Checking
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FSM-level Model Checking

in(t)
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FSM-level Model Checking

in(t)
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FSM-level Model Checking

in(t)
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FSM-level Model Checking

in(t) in(t+1)
£ t+1
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FSM-level Model Checking

in(t) in(t+1)
£ t+1
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FSM-level Model Checking

in(t) in(t+1)
£ t+1

F (t, x) & g(x, in(t)) = F,(alx, in(t+1), t+1)
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FSM-level Model Checking

in(t) in(t+1)
£ t+1

F(t, X)) & g(x, In(t)) = F,(alx, in(t+l), t+1)

Uninterpreted Bool functions
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FSM-level Model Checking

in(t) in(t+1)
£ t+1

F (t, x) & g(x, in(t)) = F,(alx, in(t+1), t+1)

Necessary condition only

69



Problem: SMT Solvers are Dumb
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SMT Solvers are Dumb
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Problem: SMT Solvers are Dumb

dt,d Xex :
F (1) 8& F_, (1)
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SMT Solvers are Dumb

0

T
I

T
I
—_—

t=288&9,,

t=m]|lt=1
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Solution: Mutual Exclusion

in(t+1), t+1)

F(t, x) 8& g,,(x, in(t)) = F X,
(t)) = F x, in(t+1), t+1)

B
Fo(t, x) 8& gg.(x, in .

;o property

F(t, x) = IF(Co.., t)
F (T x) = C( , 1)
F(t, %) = R (., 1)




F (T, x) 8& g,,(x, in(t)) = F,(a,,l(
Fo(t, X) 8& gg.(x, in(t)) = F.(a,.(

Mutual Exclusion

X, in(t+1), t+1)
X, in(t+1), t+1)

; property

F (o x) = IR (o, 1) .

F(t, x) = F.Co.., t) Guarantee one active state
- at any time-step t
F(t, x) = 'F(..., t)
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FSMT: Reachability Verification
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Reachability Verification

F.(t, x) 8& g,,(x, in(t)) = F, x, in(t+1), t+1)
Fo(t, x) 8& g,.(x, in(t)) = F, X, in(t+1), t+1)

“eventually state B will be reached”

Vt,V xex : F,(t, x) = false
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Reachability Verification

F.(t, x) 8& g,,(x, in(t)) = F (a,,(x, in(t+1), t+1)
Fo(t, x) 8& g,.(x, in(t)) = F.(a,(x, in(t+1), t+1)

n

“eventually state B will be reached

Vt,V xex : F,(t, x) = false
= I (t, x) [I false



Reachability Verification

F.(t, x) 8& g,,(x, in(t)) = F (a,,(x, in(t+1), t+1)
Fo(t, x) 8& g,.(x, in(t)) = F.(a,(x, in(t+1), t+1)

n

“eventually state B will be reached

Vt,V xex : F,(t, x) = false
= I (t, x) [] false

= 1F,(t, X)



Reachability Verification

F.(t, x) 8& g,,(x, in(t)) = F (a,,(x, in(t+1), t+1)
Fo(t, x) 8& g,.(x, in(t)) = F.(a,(x, in(t+1), t+1)

n

“eventually state B will be reached

Vt,V xex : F,(t, x) = false
= I (t, x) [] false

= 1F,(t, X)

UNSAT



FSMT: Reachability Verification

’

Vt,V Xex :

IF_ (1)
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FSMT: Reachability Verification

’

Vt,V Xex :

IF_ (1)
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FSMT: Reachability Verification

’

Vt,V Xex :

IF_ (1)
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FSMT: Reachability Verification

’

Vt,V Xex :

IF_ (1)
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FSMT: Reachability Verification

’

Vt,V Xex :

IF_ (1)
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, x) 8& g,,(x,
;X)) 8& gy (X,

FSMT: Safety Properties Verification

e |-
DR )
N7\
—~+
—
—
i
@ @

N7\
» o
@ =

(ep] @

t+1), t+1)
t+1), t+1)

o Yan
< X
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FSMT: Safety Properties Verification

“x. is always 1

F (-tl X) && ch(XI

(1)) = F,(a,,(
(1) = F (a(

|H |H

in state B”

< X

in(t+1),
in(t+1),

t+1)
t+1)
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FSMT: Safety Properties Verification

F (-tl X) && ch(XI

in(t+1), t+1)
in(t+1), t+1)

< <

(1)) = F,(a,,(
(1) = F (a(

|H |H

"x. is always 1 in state B”

Vt,V xex @ F(t, x) = x, =1

1



FSMT: Safety Properties Verification

Fo(a,(x, in(t+1), t+1)
F (-tl X) && ch(XI

(1) =
n(t)) = Fla, (x, in(t+l), t+1)

|H |H

"X is always [ in state B”

vt, ¥ xex : F (X)) = KISl




Safety Properties Verification

F.(t, x) 8& g,,(x, in(t)) = F (a,,(x, in(t+1), t+1)
Fo(t, x) 8& g,.(x, in(t)) = F.(a,(x, in(t+1), t+1)

"x. is always 1 in state B”

Vt,V xex @ F(t, x) = x, =1 SAT
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Safety Properties Verification
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Safety Properties Verification
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Safety Properties Verification
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Safety Properties Verification

94



FSMT: Safety Properties Verification
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FSMT: Safety Properties Verification
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Safety Properties Verification

work in progress
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Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

FSM
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Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

FSM —

SMT
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Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

FSM —  SMT — SMT-LIB
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FSMT: Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

FSM  — SMT —— SMT-LIB —»-

‘ 101




FSMT: Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]

102



FSMT: Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]
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FSMT: Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]
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FSMT: Testing

HLS Real FSMs [HLS]
Synthetic FSMs [SYN]
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FSMT: Testing

WA
AUFLIA

D




FSMT vs.

25 1

20

time [s]

20

40

60

#states

80

100

. reachability property - SYN

AVR
FSM
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FSMT vs. . reachability property - SYN

) AVR
(] 6 i
E FSM

20 40 60 80 100
#states
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FSMT vs.

1.0 1

0.8 1

time [s]

0.4 A

0.2 1

0.0 -

. reachability property - HLS

20

30

40

#states

50

60

70

AVR
FSM
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FSMT vs.

. reachability property

Speedup (Ffsm / avr)
w ey 19 ()] ~ ]
o o o o o o

nN
o
1

—_
o
L

---- Speedup =1
err
linear

States

---- Speedup=1
hls

States
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