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Motivation

●Python-based GPU programming has seen rapid adoption in 
HPC and AI
●E.g., Triton, cuTile, Helion, Numba, PyOMP
●Gentle learning curve
●Seamless integration with other Python libraries (e.g., PyTorch)

●Incorrect usage of provided constructs may still lead to 
concurrency bugs and memory issues

●Currently, there are few tools available to help programmers 
diagnose root causes in Python programming
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Challenging Programming Errors

●Buffer overflow: reads/writes outside of the bounds of allocated 
memory

●Use of uninitialized memory: usage before initialization

●Data races: two threads access memory without synchronization 
and at least one access is a write

●Silent and non-deterministic behaviors are hard to detect
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Example of Silent Buffer Overflow

●Could be silent error due to the over-subscription of GPU 
memory

●Incurred due to memory planning in the Triton compiler
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Our Work: Triton-San

●A dynamic analysis tool to pinpoint such programming errors

●Leverage LLVM Sanitizers for reliability and maintainability

●Offload the kernel execution to CPU when examining a Triton 
program
●Utilize the built-in MLIR->LLVM IR-> Assembly pipeline

●Parallelize the kernel execution on CPU through the LLVM OpenMP 
runtime
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Background - Triton

●Triton: open source, Python-based programming language + 
just-in-time compiler for GPU kernels

●How Does Triton Work:
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Background – Triton Program

1. Python interpreter loop
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size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
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Background – Triton Program

1. Python interpreter loop

2. Kernel call is reached
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size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Background – Triton Program

1. Python interpreter loop

2. Kernel call is reached

3. Kernel Just-In-Time 
(JIT) compilation
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@triton.jit
def kernel(output_ptr, n, BLOCK_SIZE):

size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Background – Triton Program

1. Python interpreter loop

2. Kernel call is reached

3. Kernel Just-In-Time 
(JIT) compilation

4. Kernel execution
●Single Program, Multiple 

Data (SPMD) 

●Uses specified Triton grid
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@triton.jit
def kernel(output_ptr, n, BLOCK_SIZE):
 pid = tl.program_id(axis=0)

 block_start = 0

 offsets = block_start + tl.arange(0, BLOCK_SIZE)
 mask = offsets < n
 output = tl.full((BLOCK_SIZE, ), 1, dtype=tl.float16)

 tl.store(output_ptr + offsets, output, mask=mask)

size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Background – Triton Program

1. Python interpreter loop

2. Kernel call is reached

3. Kernel Just-In-Time 
(JIT) compilation

4. Kernel execution
●Single Program, Multiple 

Data (SPMD) 

●Uses specified Triton grid

5. Control returned to 
Python interpreter
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Python execution continues

@triton.jit
def kernel(output_ptr, n, BLOCK_SIZE):
 pid = tl.program_id(axis=0)

 block_start = 0

 offsets = block_start + tl.arange(0, BLOCK_SIZE)
 mask = offsets < n
 output = tl.full((BLOCK_SIZE, ), 1, dtype=tl.float16)

 tl.store(output_ptr + offsets, output, mask=mask)

size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Data Race in Triton Program
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@triton.jit
def kernel(output_ptr, n, BLOCK_SIZE):
 pid = tl.program_id(axis=0)

 # Root cause of data race: incorrect block_start
 # Bug fix: block_start = pid * BLOCK_SIZE
 block_start = 0

 offsets = block_start + tl.arange(0, BLOCK_SIZE)
 mask = offsets < n
 output = tl.full((BLOCK_SIZE, ), 1, dtype=tl.float16)

 # Data races will occur between any two program ids
 tl.store(output_ptr + offsets, output, mask=mask)

size = 256
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Buffer Overflow in Triton Program
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@triton.jit
def kernel(output_ptr, n, BLOCK_SIZE):

pid = tl.program_id(axis=0)

block_start = pid * BLOCK_SIZE
 offsets = block_start + tl.arange(0, BLOCK_SIZE)

# Root cause: mask is erroneously set to the whole tensor
 mask = tl.full((BLOCK_SIZE, ), 1, dtype=tl.int1)

 output = tl.full((BLOCK_SIZE, ), 1, dtype=tl.float16)

# Out-of-bound access (buffer overflow) due to mask
tl.store(output_ptr + offsets, output, mask=mask)

size = 3
output = torch.empty((size, )).to('gpu')
grid = lambda meta: (triton.cdiv(size, meta['BLOCK_SIZE']), )
kernel[grid](output, size, BLOCK_SIZE=2)
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Triton-San
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Triton-San’s Workflow
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Usage: triton-san [SELECTED_LLVM_SANITIZER] [COMMAND_TO_LAUNCH_APP]

Triton 
Program kernel.ll kernel.o kernel.so

CPU Backend 
(triton-shared)

Kernel calls
trigger JIT compilation

MLIR lowering 
passes to LLVM IR

ASan/TSan

Dynamically
linked sanitizer

Compiling: clang++ -fsanitize=address/thread …

Linking with triton-shared kernel launcher: 
    clang++ -fsanitize=address/thread -fopenmp …

Kernel execution 
on CPU



Triton-San: Offload Kernel to CPU
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Triton-San: Parallelize Triton Grid Loop

●Problem: triton-shared translates kernels into a sequential 
CPU program
●Bad performance

●No data races can occur and go undetected

●Solution: parallelize kernel execution with OpenMP
●Each grid instance is assigned its own OpenMP worker thread

●ThreadSanitizer officially supports OpenMP in its LLVM extension 
Archer
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Triton-San: Fix Missing Debug Info

●Problem: debug 
information needs to be 
available during runtime 
to be reported

●Solution: MLIR passes 
need to add + retain 
relevant debug info
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Triton-San: Link/Load Sanitizers

●Sanitizer is preloaded before the Triton program starts its 
execution
●LD_PRELOAD=libclang_rt.asan/tsan.so python triton_program.py

●Allows sanitizer to initialize before the program runs
●Allocate shadow memory to track execution metadata

●Register hook callbacks to intercept OS-level APIs

●Set up suppression lists to exclude non-Triton modules from 
instrumentation (e.g. PyTorch, NumPy)
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Triton-San: Filter and Suppression

●Suppressing false positives: use built-in mechanisms

●Driver script runs with:

●Suppression file: filters out non-kernel modules
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Evaluation
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Evaluation Method

●2 evaluation datasets:
●Micro-benchmarks: minimal Triton kernel designed to expose a specific 

class of bug
●Realistic cases + injected bugs: Triton kernels from official Triton tutorial and 

Triton Bench

●2 sets of evaluation experiments:
●Precision: successful detection of bugs of interest
●Performance: memory + time overhead

●Environment:
●64-core AMD EPYC 7763 processor + 128 GB of memory
●Ubuntu 24.04
●Triton commit 65d9862f5a9029827a7ae04439f07d7e7eadf859
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Precision

●Successfully identified all injected issues in the micro-
benchmark suite without false positives
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Comparison With Compute Sanitizer

●For Triton kernels running on Nvidia GPUs, using Nvidia Compute 
Sanitizer can serve as an alternative for debugging and validation.
●racecheck: targeting only shared-memory data races

●memcheck: targeting memory issues (e.g. buffer overflow, memory leak)

●initcheck: targeting uninitialized memory accesses
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Nvidia Compute Sanitizer. https://developer.nvidia.com/compute-sanitizer

https://developer.nvidia.com/compute-sanitizer
https://developer.nvidia.com/compute-sanitizer
https://developer.nvidia.com/compute-sanitizer


Performance

●Similar overhead to existing applications
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Triton-San Setup and Usage
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Installing Triton-San

●Triton-San has been integrated into triton-
shared as an optional feature

●Setup
●1) clone triton-shared

●2) run ./triton-san/build.sh

●The build script
●Installs compatible versions of LLVM, Triton, 

and triton-shared

●Generates the driver script “triton-san” for 
simple invocation
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Using Triton-San

1. In the Triton program, add required imports to specify the use of the 
triton-shared CPU backend:

2. Set all desired GPU tensors to CPU

3. Run the driver script ./triton-san/triton-san with the target Triton 
program and corresponding inputs
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Summary

●New trend in Python-based GPU programming, e.g. Triton

●Debugging in Triton is difficult – limited tools and resources

●Triton-San: combines LLVM sanitizers with Triton’s CPU 
backend to precisely detect elusive issues

●Result:
●Enhance debugging toolkit for Triton devs

●Extend LLVM sanitizers to python-based languages
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Thank You
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Triton-San
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Usage: triton-san [SELECTED_LLVM_SANITIZER] [COMMAND_TO_LAUNCH_APP]

Triton 
Program kernel.ll kernel.o kernel.so

CPU Backend
(triton-shared)

ASan/TSan

Kernel execution 
on CPU
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